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3ayemMm BaM Ucnonb30BaThb
distributed tracing?



Distributed Tracing — 310 cnocob NoHsATb, Kak
NPOXoaAT 3anpockl B pacnpeneneHHOoN
cucrteme

[laeT BO3MOXXHOCTb KOHMPO/IS N MOHUMaHUSI pacnpeneneHHoN
CUCTEMBI:

* Uepes kakne cepBUCHI MPOXOOAT TpaH3aKkuumn?

* CKonbKo BpeMeHn obpabaTbIBatOTCA 3anpochbl B TOM UMK
NHOM cepBuce?

* [ne NMeHHO BO3HUKAIOT Npobrnembl?



Distributed Tracing n KP|
NPON3BOANTENBLHOCTH

Ha ocHoBe aHanu3a TpencoB MOXHO nony4vnte mempuku u KPI
NPOU3BOAUTENBLHOCTU MPUSTOXKEHUN:

« Kakomn npoueHT BbI30OBOB 3aBEPLLUUITNCE OLLMOKON?
» Kakaa gnmTtenbHOCTb UCMOMHEeHNsa TpaH3akumy no 90-my

NnepuUeHTUsmno?
» CKOnbKO BbI3OBOB B CEKYHAOY 0bpabartkiBaeT cepBuc X?



Distributed Tracing — nntochbl
Mcnonb3oBaHUA

ana pa3pabomyukoe n SRE:

[ToHMMaHne Bcen KapTUHbI pacnpegeneHHon CUCTEMDI
[leTanbHbIM aHanM3 NPoxXoXAeHUa 3anpocoB
BbigBrneHue y3kux Mect

BO3MOXXHOCTb NPOCMOTPETL TPaH3aKUUIO LIENTUKOM



3ayeM. CeTteBaga cBa3zaHHOCTb ¢ SSO.

NMpobnema:

e He Bcerga padotaet SSO;
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3ayeM. CeTteBaga cBa3zaHHOCTb ¢ SSO.

NMpobnema:

e He Bcerga padotaet SSO;
 [lapaem no TaumayTy;
e Ho He Be3pe.



3ayeM. CeTteBaga cBa3zaHHOCTb ¢ SSO.

%=, GET /oauth/external/6/result Trace ID: 153d3510693445ca

¥ Download

UccnenoBaHue:

Sub Calls Erroneous Calls Error Logs

181 1 3
e Tpenc — 3anpoc nagaeT No TaumayTy;

Timeline

(@© started: 2021-04-30 11:25:20

GET /oauth/external/6/result

oauth.external.result

GET /mobile/api/v1/socialite/user I

1 POST /api/vi/socialite/user

App\Http\Controllers\SocialiteUserCont... i POST /api/399/st...
GET /auth/realms/ssox5id/protocol/ope...




3ayeM. CeTteBaga cBa3zaHHOCTb ¢ SSO.

%= GET /oauth/external/6/result Trace0 :153d3510b93445ca
UccnepgoBaHue: $ oownes
1u8fls :I' oooooooo s EéorLogs
* Tpewuc — 3anpoc nagaeT No TaumayTy;
Timeline

 OOpalweHnsa K cepBMUCY Ha KapTe — HeT
OLUUOOK;




3ayeM. CeTteBaga cBa3zaHHOCTb ¢ SSO.

UccnenoBaHue:

e Tpenc — 3anpoc nagaeT No TaumayTy;
e OOpalweHna K cepBMUCY Ha KapTe — HeT OLLIMNOOK;
B Tpeuce — TanmayTt KOHHeKTa K Sentry

(TOT XXe KOHTYp),

UL i«

Frroneous Ca Erroyw
Timeline
(9 Started: 2021-04-09 12:5146
! POST Mijpicking/nextTask
R o5 oo |
Service Endpoint List

Service

B O sentryxSru @& POST/ap &



3ayeM. CeTteBaga cBa3zaHHOCTb ¢ SSO.

= GET /oauth/external/6/result Trace D - 153d3510b93445ca

MCCJ'Ie,D,O BaHMe: ¥ Download

Sub Calls Erroneous Calls Error Logs

181 1 3
e Tpenc — 3anpoc nagaeT No TaumayTy;

 OOpalweHnsa K cepBMUCY Ha KapTe — HeT
OLUUOOK;

B Tpeuce — TanmayTt KOHHeKTa K Sentry;

e BbiBOA — notepsi ceTeBOU CBA3aHHOCTU C
BHELUHNUM KOHTYPOM.

Timeline

 Bpemsa Ha nccnepgosaHue npoodnemMbl — ~1m



3a4yeM. AHanna npon3BoanUTENbHOCT
CUCTEM.

"= GET /oauth/external/6/result Trace D: 153d3510b93445ca

...HO 00 3TOM 4YyTb NO3Xe. & omnes

181 1 3
A Noka — HEMHOIo Teopun.

Timeline

(@© started: 2021-04-30 11:25:20

GET /oauth/external/6/result

oauth.external.result

GET /mobile/api/v1/socialite/user I

! POST /api/vi/socialite/user
App\Http\Controllers\SocialiteUserCont... i POST /api/399/st...
GET /auth/realms/ssox5id/protocol/ope...




Distributed tracing — 4yacTtb observability

Observability — 3T0 BO3MOXHOCTb ObICTPO MOHATbL CUCTEMY, €€
COCTOSIHME M BO3MOXXHbIE MPUYNHbI gerpagaumm
NPOnU3BOAUTENBHOCTU

Observability = meTpuku + Tpeucol + noru
13 aHanu3a TpencoB Nerko nosyvynTb METPUKA

B Tpeuncax yxe cogepxarcs noru npunoxeHmmn m
coobLeHna ob owmbkax



[ ne npobnema-To?..

lMomHuTe Kenc npo SSO u ceteByrO
CBAI3aHHOCTbL?

"= GET /oauth/external/6/result Trace D: 153d3510b93445ca

¥ Download

Sub Calls Erroneous Calls Error Logs

181 1 3

Timeline

(@© started: 2021-04-30 11:25:20

GET /oauth/external/6/result

oauth.external.result

GET /mobile/api/v1/socialite/user I

1 POST /api/vi/socialite/user

App\Http\Controllers\SocialiteUserCont...

GET /auth/realms/ssox5id/protocol/ope...

POST /api/399/st... POST /api/399/st...



[ ne npobnema-To?..

lMomHuTe Kenc npo SSO u ceteByrO
CBAI3aHHOCTbL?

BoTt Tam BoT!

%=, GET /oauth/external/6/result Trace ID: 153d3510693445ca

¥ Download

Sub Calls Erroneous Calls Error Logs

181 1 3

Timeline

(@© started: 2021-04-30 11:25:20

GET /oauth/external/6/result

oauth.external.result

GET /mobile/api/v1/socialite/user I

! POST /api/vi/socialite/user
App\Http\Controllers\SocialiteUserCont...||POST /api/399/st... POST /api/399/st...
GET /auth/realms/ssox5id/protocol/ope...




Kak pabotaeT distributed tracing?



Distributed Tracing: Teopus

Shop-Frontend Shop ProductSearch
Node.js Service Java Service Java Service
Host 1 Host 2 Host 2

Products
DB Service
Host 3

sont > g > P

products Endpoint




Distributed T

Shop-Frontend
Node.js Service
Host 1

Shop
Java Service
Host 2

ProductSearch
Java Service
Host 2

Products
DB Service
Host 3

products
Endpoint

=)

racing. Teopus

"= GET /es/shop Trace ID: 000519480afad763

Calls

= GET /es/shop HTTP
© shop-frontend > & GET /:locale/shop

B GET/shop HTTP
Q shop > & GET /shop

B GET /productsearch HTTP
© productsearch > & GET /productsearch

ClusterHealthAction DATABASE
Q demo > & ClusterHealthAction

SearchAction DATABASE
QO demo > & products

= GET /products/search/findByName HTTP
O productservice > @ GET /{repository}/search/{search}

select product0_.id as id1_0_, productO_.name as name2_0_...

——

O MySQL@3306 on ip-172-31-21-176 > & product

= Send to default exchange MESSAGING
O rabbitmgq > & default exchange

Consume from default exchange MESSAGING

QO deliveryservice > & default exchange

0.00ms

DATABASE

47ms

1ms

1ms

3ms

1ms

Oms

Oms



Distributed Tracing: Teopus

BbI30B ON1CLIBAET AEATENBHOCTb B paMKax OTCMeXnBaeMoro
npoLecca, Kak NpaBuno 3anpoc Mexay ABYMS1 cepB1camMMm.

Kaxxabii BbI30OB CTOUT U3 OOQHOIr0 U HECKONbKUX CMNAHOB.
Tpenc cocTouT N3 0gHOro UMM HECKOSbKMUX BbI3OBOB.
KoHuenuwus Tpencos 1 cnaHoB npuvina oT:

» Google «Dapper, Large-Scale Distributed Systems Tracing
Infrastructure» (https://ai.google/research/pubs/pub36356)

« The OpenTracing Semantic Specification:

(https://qithub.com/opentracing/specification/blob/master/specific
ation.md )

=)

= GET /es/shop TraceID: 000519480afad763

Calls

B GET /es/shop HTTP
O shop-frontend > & GET /:locale/shop

B GET/shop HTTP
O shop > & GET /shop

B GET /productsearch HTTP
O productsearch > & GET /productsearch

ClusterHealthAction DATABASE
QO demo > & ClusterHealthAction

SearchAction DATABASE
Q demo > & products

= GET /products/search/findByName HTTP
O productservice > @ GET /{repository}/search/{search}

select product0_.id as id1_0_, productO_.name as name2_0_...

© MySQL@3306 on ip-172-31-21-176 > & product

B Send to default exchange MESSAGING
O rabbitmq > & default exchange

Consume from default exchange MESSAGING

O deliveryservice > @& default exchange

0.00ms

" 47ms

" 1ms

" 1ms

" 3ms

DATABASE ® 1ms

- Oms

~ Oms


https://ai.google/research/pubs/pub36356
https://github.com/opentracing/specification/blob/master/specification.md
https://github.com/opentracing/specification/blob/master/specification.md

Distributed Tracing: cyLlHOCTU

Spanid=1 Traceld=1 Type=Entry

Child B Spanld=4 Traceld=1 Parentld=3 Type=Exit

Child B Spanld=5 Traceld=1 Parentld=4 Type=Entry




[Tpnmep

Shop-Frontend Shop ProductSearch Products
Node.js Service Java Service Java Service DB Service
Host 1 Host 2 Host 2 Host 3

EEE
TT—




3a4yem 3TO B
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11
11

Select ...

ce HY>XXHO? TanmuHriu!

- e O

1
|
[

_-m

Ob6wee Bpemst: 65ms
CobcTBeHHOE BpeMs: 4ms
Bpemsa oxxmnpgaHus: 61ms
CeTeBoe BpeMmst: ---

Ob6uwee Bpemst: 61ms
CobcTBeHHOE BpeMst: 12ms
Bpems oxngaHus: 44ms
CeTteBoe BpeMs: 5ms

Ob6uwee Bpems:: 44ms
CobcTBeHHOE BpeMs: 19ms
Bpems oxngaHus: 25ms
CeTteBoe BpeMs: 0ms

Obuwee Bpemsi: 25ms
CobcTBEHHOE BpeMs: ---
Bpems oxngaHna: 25ms
CeTteBoe Bpewmsi: ---




N 4TO Mbl C 3TUM Oenaem?

NMpobnema:

« [lonroe BpeMs 0OT6GOpa TOBAapOR
Ha WMS (warehouse management

system).

Summary  Flow  ErrorMessages  LogMessages  Infrastructure

Calls Call count

® XX ®2XX @3XX ©axXX @ 5XX

5000
1
il !
. ' .
il: | 1 a4 |
1 Kadc "
Te0000 140000  W0G00  WO000 140000 140000  14:00:00
_— e s e P s e
Releases
Alerts
Infrastructure Issues & Changes
@ Infra Issues @ Offline Online Changes
120
B
Teovo0 o000 w0000 w0000 140000
-~ s s e Py

Releases

Erroneous Call Rate Latency LR Distribution
@ Erroneous Call Rate ® 50th ®90th ® 95th @ 99th Mear
100,00% as
Vi
g DN
l40000 0000 140000 140000 160080  W0000 140000 woo 00 wohos o000
o e P o horse P s P Py
Aerts Aerts
N Processing Time
@ Self ® Database @ Http @ Messaging
68 000ms
" / Y~ - o
w0000 w0000 Teo000 40000 w0000 V0000 10000 140000 14000
o ) on o e hor e horze Py o
Releases



N 4TO Mbl C 3TUM Oenaem?

Activity
UccnepnoBaHue:
n | ] Search Types
Soniche Q WM | x4R Jys css Img Font Doc Tra Err  Cus  Other
24,245
e
~ =t =
¢ MOTPUM Ha Tpeuc,
@ Page name not set Learn how to define pages ~
Page Load onLoad Time
m http://veshki-wms.im.perekrestok.ru/pdt2.1/app/ 22 294ms W View Backend Trace X
@ Page Resource Start Time Retrieval Time

/pdt2.1/app/build/style.css 21,71s 170ms v



N 4TO Mbl C 3TUM Oenaem?

POST /v1/picking/bindTrolley Trace o: basssssceasazcer

it

Erroneous Calls

UccnepoBaHue: )
Timeline Colorizeby  Endpoint

Warn Logs Latency
«s select b.ns_path[2] as ns_id, ... DATABASE
0 40,465

1 SOURCE (O veshki-wms.im.perekrestok.ru

Details & Stack Trace <
@ started: 2021-04-23 07:05:11 Type PDO Cal
20,465 Category database
“ o o
n DSN host=pgha-wms.im perekrestok ru
. api_picking.bindTrolley p- ormo4ss
y T T [ P | o e

I SELECT b.ns_pathi2] 35 ns_id
o o type.ie-,

case when 0.date_shipment is not null then o.date.
case when o.date_shipment is not null then o.date.
FROM "aoarat ion® "tack® ae "¢

Sub Calls Erroneous Calls

Latency

70 O 0 N 642ms s+ POST Njpicking/nextTask 17 5

source () Not monitored by Instana

Timeline Colorize by Endpoint

@© started: 2021-04-09 17:24:52

Details o~

The source of this call has not been traced and as a result no.
2w information can be provided about the source. Al information

shown about this call is provided by the destination.
I [ Joromeme ]
| e I TS e e e |

peEsTNATION (B POST /vi/picking/nextTask of
G veshki-wms.im.perekrestok.ru




N 4TO Mbl C 3TUM Oenaem?

=, POST Iv1 Ipickingbind'r fo"ey Trace ID: b44d688ceadd2c67

UccnepgoBaHue: 5 o

Calls Colorize by Endpoint JRCTS S
[ 40,463
e CMOTPUM Ha TPEUC; [ FosT Mckingiintmoley HTTP 3 i
3y To @ POST \ijpicking/bindTroliey of © veshki-wms.im perekrestok.ru
/* CONNECT */ DATAE ' ims
e H axoamm ks
select * from “se... ATABASE » Oms
To & setting of O wms
BUHOBHbIX. R ——
To & main of wms
B api.picking bindTrolley NTERNAL . " 40 321ms
In & POST jvipicking/bindTr.. of O veshki-wms.im.perekrest nherited from POST vi/picking/bindTr
select * fro...
To & warehouse of O wms
select b.ns_pat... 20 238ms
To & operation of O wms
select distin... ATABASE * 32ms

o @& warehouse.box of wms



N 4TO Mbl C 3TUM Oenaem?

UccnenoBaHue:

e CMOTPUM Ha TPEUC;

e Haxoaum
BUHOBHbIX.

Calls

Colorize by Endpoint Technology
642ms
B POST Mijpicking/nextTask +17p 642ms
To & POST Mpicking/nextTask of O veshki-wms.im.perekrestok.ru
/* CONNECT */ DATABASE ' 2ms
To @ CONNECT of wms
select * from "se... DATABASE = 12ms
To @& setting of wms
select * from "m... === 37ms
To & main of wms
B api.picking.nextTask INTERNAL 455ms
In & POST Mipicking/nextT of O veshki-wms. im perekrestok Inherited from POST Nijpicking/nextT.
select "main®"ro.. DATABASE * 5ms
To ® main of wms
select "task"."ta... DATABASE m—— 48ms
To @& operation of wms
select "task...

To @& ope

SELECT COUNT...

To & warehousesu of O

wms
SELECT CO... DATABASE
To & warehousesu of O wms

select "task""ta...

—— G64ms

= 17ms

= 32ms

* 10ms



Kynutb? Cpoenatb camomy? A
MoXeT ObITb — OpenSource?



BapvaHTbl?

« Cpoenaun cam (OpenTelemetry+Jaeger/Zipkin);

« Kommepueckmne APM (POP, AppDynamics, NewRelic,
Instana, Dynatrace, etc);

« becnnatHble APM (ELK).



[TpoOrnemMmbl U CFIOXHOCTU NpU
BHeApPEHUN



C 4eM MOXHO CTONKHYTbCS (0630p7)

* CNOXHOCTU — 0O0bEMbI AAaHHbIX, CAMMIUHI TPEWCOB (Ans
CHWXKEHWSI HArpy3Kkun), Aetann3auns TPemcoB, KOHTEKCT, pa3sHble
peanu3auum

* Puckn — cpoku, pecypchbl, BMnsitHne Ha cTabunbHOCTb
NPUNOXKEHUS



C 4yeM CTONKHYNUCb

Cnucok rpabneu:

Harpyska Ha CPU Ha npoge;
ABTOOOHOBIIEHME areHTa Ha npoae;
He octaHbTeCb 6€3 MOHUTOPHrA;
Hy>xHo bonblue mecTa!l




Harpy3ka Ha CPU Ha npoge

YTo cnyyunocb?

 Ha app-Hoaax (PHP) pocno notpebnexnune CPU co
BpeMeHeM, NpornopunoHaribHO Harpys3ke;
* [lpn OTKNOYEHUN areHTa — BO3BpPaT B HOPMY.




Harpy3ka Ha CPU Ha npoge

KTo BMHOBAT U 4YTO caenanu?

e BMHOBHOM NpuU3HaHa apXUTeKTypa areHTa;
* [lepe3anyck areHTOB pa3 B HECKOJNIbKO 4acCoOB,;
e KoHhurypupoBaHue areHTa (OTKrn4YeHUA psaaa

tbyHKUUN);
BeHOop U3MeHUN apXUTEKTYpPY areHTa.




ABTOODOHOBIEHMNE areHTa Ha npoae

YTo cnyyunocb?

e ®PoH 500 Ha cepBuce B k8s;
e B APM owwinbokK Her.




ABTOODOHOBIEHMNE areHTa Ha npoae

KTo BMHOBAT U 4YTO caenanu?

e AreHT aBTOMaTU4eCKku obHoBUNCA B Knacrtepe k8s;

e HoBas Bepcusa areHTa npuBoausria B HEKOTOPbIX
Crly4yasiX K Kpawly npurioXXeHust;

 bbina 3admkcnpoBaHa BepcuA areHTa.




OcTaTbcs 6€3 MOHUTOPUHra?

APM - 310 KpyTO.

Ho dlibTepHaTUBHbIEe CUCTEMbI HYXHbI.




Hy>XHO BonbLue mecTa!l

Tpeucsbl, cnaHbl, METPUKMU.

[MpeacraBbTe, YTO KaXdbln 3anpoc, NPoxXoadaLinm yepes Bally CUCTEMbI U
BCE, YTO OH AenaeT — 3anncbiBaeTCs.




[lopBeaeHue tToros



K yemy 310 BCe

 Distributed tracing adpdpektTnBeH ans:



K yemy 310 BCe

 Distributed tracing adpdpektTnBeH ans:
e OTBEeTa Ha BeYHbI BOMNPOC «KTO BUHOBATY;




K yemy 310 BCe

 Distributed tracing adpdektTnBeH ans:
« OTBETA Ha BEYHbIN BOMNPOC «KTO BUHOBATY;
e [ToHMMaHua paboTbl CUCTEMbI BO BCEX €€ B3aUMOCBSI3SIX;




K yemy 310 BCe

 Distributed tracing adpdektTnBeH ans:

« OTBeTa Ha BeYHbIN BOMNPOC «KTO BUHOBATY;

* [ToHUMaHnA paboTbl CUCTEMBI BO BCEX €€ B3aMMOCBA3SIX;
[Toncka y3kux Mect.




Cnacunoo!

[ManbiveB Ovmutpun, OBI, CIO

«  Telegram: @pandmitr
* Facebook: https://www.facebook.com/dmitry.panychev

[1pu yyacTtum
[eHunc beskoposauHbin, Proto,
OuvpekTtop nogpasgeneHna DevOps/DevSecOps

Telegram: @d4n1s8
Facebook: https://www.facebook.com/bezkod



https://www.facebook.com/dmitry.panychev
https://www.facebook.com/bezkod

